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July 30, 2021 

Ms. Linda Neilson 
Director, Defense Acquisition Regulations System 
U.S. Department of Defense 
3062 Defense Pentagon 
Washington, D.C. 20301-3062 
 
RE: ITI Early Engagement Opportunity Response to the Director, Defense Acquisition Regulations 
System Request for Input Regarding the National Defense Authorization Act for Fiscal Year 2021 
 
Dear Ms. Neilson, 
 
The Information Technology Industry Council (ITI) appreciates the opportunity to provide input to the 
U.S. Department of Defense (“the Department”) regarding the implementation of the National 
Defense Authorization Act (NDAA) for Fiscal Year (FY) 2021. ITI is the premier global advocate for 
technology, representing the world’s most innovative companies. Founded in 1916, ITI is an 
international trade association with a team of professionals on four continents. We promote public 
policies and industry standards that advance competition and innovation worldwide. Our diverse 
membership and expert staff provide policymakers the broadest perspective and thought leadership 
from technology, hardware, software, services, and related industries.  

ITI asks that the Department consider the following regarding implementing key elements of the FY21 
NDAA:  

Sec. 889: Assessment and enhancement of national security industrial base 

This provision directs the Deputy Secretary to conduct an assessment concerning how economic 
forces and structures are shaping the defense industrial base. We ask that this assessment consider 
one of the biggest challenges facing the industrial base today: the ongoing implementation of Sec. 
889(a)(1)(B) of the FY19 NDAA. This law prohibits the federal government from doing business with 
contractors that “use” telecommunications and video surveillance equipment or services from five 
named Chinese entities. The broad nature of the statute, compounded by uncertainty of what “use” 
of covered equipment entails, has left many providers of innovative IT products unsure of whether 
they can comply with the law and sell their products to the federal government.  

ITI appreciates recent efforts from the Federal Acquisition Regulatory (FAR) Council to clarify the 
extent of the law through the drafting of FAR Case 2019-019, Prohibition on Contracting with Entities 
Using Certain Telecommunications Equipment or Services. However, there are still many aspects of 
the current interim rule that need to be elaborated upon to ensure contractors know what is 
expected of them and to ensure the prohibition does not significantly disrupt government operations. 
Key aspects of the rule remain unclear, including how federal agencies will define “use” of covered 



 
 

 
 

equipment; the applicability of the law to use that occurs outside of the United States or use by an 
entity’s subsidiary, affiliate, parent, or commercial customer; and how specific mechanics of the 
reporting process will be handled once the use of covered equipment is discovered. Additionally, 
while the statute allows for a one-time waiver if an agency head deems it necessary, the waiver 
process outlined in the interim rule is over-complicated and time-consuming1. This may remove the 
waiver as a viable option for companies looking for a short-term solution while they prepare to come 
into full compliance with the law. The Department, in collaboration with the other FAR Council 
representatives, must address these challenges in the development of the final rule.  

Department officials have indicated in past conversations that the enactment of the Sec. 889 Part B 
prohibition has not caused significant disruptions to fulfilling the Department’s IT acquisitions. 
However, we believe that this outcome is likely due to the blanket waiver the Department received 
from the Office of the Director of National Intelligence in September 2020, which is in place through 
September 30, 2022. Since the Department cannot rely on this waiver being installed permanently, 
more consideration is needed as to steps the Department will take to make the Part B 
implementation more practicable for contractors after the blanket waiver is phased out. We expect 
that without additional clarity and streamlining of the waiver process, the Department may 
experience significant procurement process delays that could impact their ability to effectively 
procure innovative technologies.  

Sec. 841: Additional requirements pertaining to printed circuit boards 

ITI supports the provision included in the FY21 NDAA that prohibits the Department from procuring 
both partially manufactured or complete bare and fully or partially assembled printed circuit boards 
(PCBs) for certain products made in four adversarial nation-states. While we acknowledge that the 
PCB supply chain is not completely free from security risks, the fact that PCBs by themselves cannot 
store, collect, or transmit information renders them significantly less susceptible to malicious 
tampering than other microelectronic components. Thus, we ask that the Department align its 
implementation of this PCB sourcing restriction with commercial practices and avoid imposing 
government-unique requirements on its industrial base to the greatest extent possible.  

Though we understand the Department’s need to ensure that covered PCBs have not been sourced 
from an adversarial nation-state, we would urge the Department against imposing a strict 
representation requirement on its contractor base. Such a requirement would diverge sharply from 
well-established supply chain practices in the commercial marketplace and would unnecessarily 
duplicate pre-existing efforts adopted by industry to test and trace microelectronic components for 
signs of tampering.  Consequentially, establishing a representation requirement would impose 

 
1 An analysis conducted by Hogan Lovells determined that the inconsistent requirements for one-time waivers between 
agencies “could ultimately make it difficult for contractors to determine how best to make their case for a waiver. 
https://www.hoganlovells.com/~/media/hogan-lovells/pdf/2020-pdfs/2020_07_17_long-
awaited_section_889_part_b_interim_rule_issued.pdf 
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substantial burden on industry and may create a risk of innovative companies exiting the federal 
marketplace altogether.  

 Sec. 1721, Rationalization and integration of parallel cybersecurity architectures and operations; 
Sec. 1727, Reporting requirements for cross domain incidents and exemptions to policies for 
information technology; Sec. 1732, Assessment of cyber operational planning and deconfliction 
policies and processes 

The technology industry stands ready to assist the Department and the rest of the federal 
government in developing a comprehensive federal cybersecurity strategy. The FY21 NDAA contains 
numerous provisions that are intended to improve the Department’s cybersecurity posture, as 
highlighted above. Since the FY21 NDAA’s enactment, the U.S. public and private sectors have faced a 
plague of cyberattacks, including the SolarWinds Orion breach and the Colonial Pipeline ransomware 
attack. In response, the Biden Administration released Executive Order 14028, Improving the Nation’s 
Cybersecurity (Cyber EO), which includes a myriad of directives for federal agencies to adopt 
cybersecurity best practices and take action to strengthen their networks and systems.  The 
Department should review these provisions from the FY21 NDAA and harmonize them with directives 
contained in the Cyber EO, particularly the National Security System requirements in Section 9, to 
avoid duplicative requirements and address potential inconsistencies. 

Thank you for your consideration of our comments. We hope that ITI can serve as a resource to the 
Department as it begins implementing the FY21 NDAA. If you have any questions or would like to 
discuss our comments in greater depth, please do not hesitate to reach out to Kelsey Kober, Manager 
of Policy, Public Sector, at kkober@itic.org or 202-570-1177.  

Respectfully submitted, 

  

 

Gordon Bitko 

Senior Vice President of Policy, Public Sector 

Information Technology Industry Council (ITI) 

 
 
 

 


